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NOTE
This publication is designed to provide practical guidance to newsrooms and journalists on 
managing coordinated digital attacks, with a focus on safety, evidence preservation, and 
effective escalation. It does not constitute legal advice. In high-risk cases, especially when 
there are threats, doxxing, or suspicion of unauthorized access, it is recommended to consult 
with legal counsel and report to the competent institutions.
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INTRODUCTION

Coordinated digital attacks on journalists and media outlets often look like a “sudden surge” 
of harassment – mass false reports to take down profiles, organized insults and threats, im-
personation, compromising profiles or publishing personal data for the purpose of intimida-
tion. These attacks are rarely random. They are designed to create panic, disrupt operations 
and undermine trust in the editorial staff. In some cases, such attacks can also be linked 
to broader operations of Foreign Information Manipulation and Interference (FIMI), but the 
guidelines below are practical and applicable regardless of the origin of the attack.

This paper lays out practical steps that newsrooms can immediately implement - how to 
recognize a coordinated attack, what to do in the first 60 minutes and in the first 72 hours, 
how to collect and preserve evidence without violating privacy, what actions to take with the 
platforms, how to request support from AJM and when there are grounds to contact com-
petent institutions.

The goal is for the response to be calm, consistent, and safe. The key principle is “do no 
harm” – to protect people, minimize the processing of personal data, and not take steps 
that unnecessarily increase the visibility of the attack or expose the team to additional 
risks.

This paper is intended for editors, journalists, social media profile administrators, editorial 
management, and persons responsible for security and legal issues in the media.

This paper was prepared based on practical cases and experiences from AJM’s work with 
journalists and editorial teams in dealing with digital incidents, as well as relevant guidelines 
for digital security, evidence preservation, and official rules on platforms for reporting and 
restoring access.

Target audience of this paper

Methodology
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How to use this paper

If an attack is ongoing, first use the “Rapid Response” page and immediately start an 
incident log1.

Then follow the standard operating procedure (SOP) in stages (first 60 minutes, first 
24 hours, 48 - 72 hours). 

Collect evidence systematically and use the “evidence package” template for plat-
forms and institutions. 

If there are threats or “doxxing”2, apply the emergency security protocol and act 
without delay. 

When necessary, contact AJM for support, guidance and coordination of next steps.

Key take-aways

A coordinated attack is treated as an incident - with roles, a timeline and clear deci-
sions, not as a “chaos of comments”. 

Evidence is collected immediately, but carefully - with a minimum of personal data 
and with access control. 

Action is taken in stages - platform, AJM, institutions - according to the risk and 
damage. 

People’s safety takes priority - especially when there are threats, doxxing or compro-
mised profiles.

1	 Incident log - a brief chronological record of events and steps taken.

2	 “Doxxing” - publicly sharing personal data without consent, with the aim of intimidating, harassing, or causing 
harm.
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WHAT CONSTITUTES A COORDINATED 
DIGITAL ATTACK?

A coordinated digital attack is an intentional and organized activity directed at a journalist, 
editor, or media outlet, with the aim of causing disruption, self-censorship, discrediting, or 
physical intimidation. The attack may appear to be a “spontaneous” wave, but in practice it 
often has recurring patterns, synchronization, and a clear goal.

Coordinated attacks differ from “regular” online criticism in that they are aimed at controlling 
visibility and access to an audience. This means that the goal is not just to leave a comment, 
but to take down a profile, clog communication channels, impose a false narrative, or threat-
en personal safety.

When an attack is coordinated, the response takes on a structure. Improvisation often leads 
to three problems: loss of evidence, mishandling of platforms, and increasing risk through 
unnecessary public amplification of the attack. That is why this paper treats a coordinated 
attack as an incident with roles, an incident log and clear decisions.

Why this is important for newsrooms
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PART A - HOW TO RECOGNIZE THE 
PROBLEM

How to recognize that it is a coordinated attack

There is no single “sure” sign, but the combination of multiple signals is a strong indicator 
that an attack is organized and that the protocol should be activated.

There is a sudden increase in comments, messages, or reactions in a short period of 
time, with a repetitive tone and identical wording.

Multiple profiles post the same or very similar accusations, links, or visual materials 
at the same time.

Mass false reporting of profiles, posts, or pages is being activated in order to restrict 
or suspend them.

New profiles with minimal history are emerging, which coordinately attack or “reply” 
to one another to create the impression of broad support.

The attack moves from one platform to another, with the same message or the 
same targeting.

There are attempts to impersonate, hack, or gain administrator access.

Personal data, private photos, addresses, telephone numbers, or family information 
are published or threatened to be published.

“Context erasure” is used through cropped quotes, unsourced screenshots, or fake 
headlines that are then “spun” as evidence.

Key terms

Mass false reporting is a coordinated practice of multiple accounts reporting content or 
a profile in order for the platform to automatically limit reach, remove content, or suspend 
a profile.

Impersonation is the creation or use of a profile that poses as a journalist, media outlet, or 
editorial staff member, for the purpose of manipulation, fraud, discrediting, or collection of 
personal data.



Coordinated Digital Attacks on Journalists and Media Outlets - 
A Practical Protocol for Response, Evidence Preservation and Action 12

Compromised profile means that an attacker has gained unauthorized access to a profile 
or to management tools, such as administrator rights, the email associated with the profile, 
or management panels.

Doxxing is the public disclosure or threat of disclosure of personal data, for the purpose 
of intimidation, incitement to harassment, or creating a risk to physical safety.

Coordinated Harassment is organized targeting through insults, threats, sexualized 
comments, manipulated photos, or incessant messages, with the aim of exhausting and 
intimidating.

The most common scenarios of attacks on journalists 
and media outlets

	 Attacks 
on visibility

occur when the goal is to limit reach, take down content, or suspend 
a profile through mass false reporting and abuse of platform 
mechanisms.

	 Attacks 
on credibility

occur when the goal is discrediting through false claims, manipulated 
statements, «screenshot evidence» without a source, or coordinated 
spin on a topic.

	 Attacks 
on identity

occur when there is impersonation, fake profiles «on behalf of the 
editorial team,» or attempts to deceive sources and audiences.

	 Access 
attacks

occur when there is phishing, profile hijacking, email compromising, or 
attempts to gain administrator rights.

	 Security 
attacks 

occur when there are threats, doxxing, targeting of family members, 
or calls for a physical confrontation, and they should always be 
considered as highest priority.

In editorial practice, it is useful to group attacks according to what they attempt to “destroy”: 
visibility, credibility, identity, access, or safety.
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PART B - WHAT TO DO AFTER 
RECOGNIZING AN ATTACK

If you recognize several of the listed signals, proceed to the practical steps below and then 
follow the “Rapid Response” and SOP in stages.

If the attack affects access to profiles, involves threats or doxxing, or creates a risk to phys-
ical safety, the response is handled as a high-risk incident. If the attack is “just” a wave of 
comments, but is coordinated and impacts visibility or trust, the protocol is still activated, 
with a focus on evidence, controlled communication, and appropriate action on platforms 
and other relevant channels.

When an attack is coordinated, the newsroom works as a team with clear roles. The goal is 
to reduce chaos, not lose evidence, and make decisions that reduce risk.

It is best to assign roles in advance and for each role to have a replacement. When this is not 
possible, roles are assigned as soon as it is determined that an attack is underway.

The editorial team applies one clear rule: decisions go through the coordinator, and everyone 
else adheres to the agreed-upon plan. This prevents parallel activities that create contradic-
tory reports, loss of evidence, or additional exposure.

Basic rule for decision-making

Roles and coordination in the editorial office

Incident Coordinator - leads the response, sets priorities, and approves public com-
munication.

Platform Administrator - verifies access, enforces settings, files reports and appeals 
procedures, and monitors status.

Evidence and Log Officer - collects evidence, labels and archives it, maintains an 
incident log and prepares an evidence package.

Communications Officer - prepares short, controlled messages for audiences and 
partners, without “blowing up” the attack.

Security and Legal Officer - assesses the risk of threats and doxxing, proposes pro-
tective measures, and coordinates addressing institutions when there are grounds 
for that.
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Incident log

An incident log is a simple record that allows you to track what happened, when, and how the 
editorial team responded. The log is useful for handling platforms, for institutions, and for 
internal analysis after the attack is over.

An incident log is kept from the very beginning and is updated in real time or every 30 - 60 
minutes in the first hours. The log has limited access and is shared only with people who 
have a role in the incident.

This section is intended for situations where an attack is in progress and the newsroom 
needs to stabilize the situation immediately. If there are imminent threats or doxxing, peo-
ple’s safety has absolute priority.

Immediately designate an incident coordinator and at least two other roles, even if the same 
person temporarily covers multiple tasks. Open an internal coordination channel and agree 
on a rule that decisions go through the incident coordinator.

The log includes the date and exact time of the event or activity.

The log lists where the event is taking place, including platform, profile, and link.

The log describes what was observed, for example mass false reporting, threats, 
impersonation, or compromised access.

The log states what action was taken and by whom.

The log has a reference to evidence, for example a folder number, file name, or link 
to archived material.

The log has a status, for example “in progress”, “reported”, “under appeal” or 
“closed”.

The following fields are sufficient for practical use:

Rapid response - the first 60 minutes

1. Activate a procedure
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2. Do a quick risk assessment

Check for threats of violence, doxxing, posting addresses, phone numbers, or targeting of 
family. If there is, immediately switch to emergency safety protocol and act without delay.

Before deleting, blocking, or changing settings, first save the evidence. In the first 60 min-
utes, it is most important to capture a “snapshot” of the attack while it is in progress.

The platform administrator checks for signs of compromised access and implements basic 
protection measures.

3. Preserve evidence before any changes take place

The minimum evidence package at this time includes:

Each screenshot displays a full screen with date and time, username, and context of 
the post or profile.

Each video screenshot shows how to open the link and how to reach the content in 
question, to preserve context.

Each log includes a direct link to the content or profile, and when possible, a post or 
profile identifier.

Each suspicious profile that is part of the attack is recorded with a link and a short 
note about its role in the attack.

Every notification or email from the platform is saved as evidence, including subject, 
date, and content.

Passwords are changed from a secure device and unique and strong passwords are 
used.

Two-factor authentication (2FA) is activated or confirmed to be active for all key 
accounts and emails.

Active sessions are reviewed and unknown logins are logged out.

Administrator roles are checked, and unnecessary access is removed while the inci-
dent is ongoing.

4. Stabilize profiles and access
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5. Limit damage without exacerbating the attack

The communications officer should avoid impulsive public reactions. If a public message 
is necessary, it should be brief, factual, and aimed at protecting the audience and the team.

In the first 60 minutes, priority is given to measures that reduce exposure without creating 
additional conflict. Moderation is done carefully and only after evidence has been preserved, 
so as not to lose any evidentiary trail.

The platform administrator initiates a report based on the type of attack, for example im-
personation, compromised profile, doxxing, or harassment. The evidence officer provides a 
structured package that is used in reports and is linked with the incident log.

When the attack is coordinated, when there is a security risk, or when the platform response 
is ineffective, the editorial team may contact AJM for guidance and coordination of next 
steps. The contacts and the format of a short report are provided in the annexes.

6. Make a report and follow the procedure

7. Seek support from AJM when there are grounds

“Do no harm” principle

Personal data of attackers or third parties is not published, even when they first pub-
lished personal data.

Threats are not forwarded or published without first removing personal information 
that could increase the exposure of targeted individuals.

Public messages do not reveal internal security measures and operational details 
(e.g. settings and vulnerabilities) that would help attackers adapt.
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Standard Operating Procedure (SOP) - Phased Response

This protocol organizes the response into three chronological phases. The goal is to keep 
the newsroom functional, protect targeted individuals, preserve evidence, and act in an ap-
propriate order through relevant channels.

In the first 24 hours, the priority is to stabilize access, preserve evidence, and act quickly 
through appropriate channels.

The incident coordinator determines whether the attack is targeting visibility, identity, ac-
cess, or security. If there is doxxing, threats, or compromised access, the incident is treated 
as high risk.

After the initial evidence package, the evidence officer expands the material so that it can 
be used for both platform and institutional action. Each piece of evidence is given context, a 
timestamp, and a clear link to the incident log.

The platform administrator initiates procedures according to the type of attack. Each sub-
mission is supported by an evidence package, and the incident log records the report num-
ber or status.

When there is a risk of losing a profile or compromised access, the priority is to regain ac-
cess control, followed by public communication.

Phase 1 - the first 24 hours

1. Confirm the incident type and set a priority

2. Extend evidence collection

The evidence is organized in a structured folder with clear subfolders by platform 
and type of attack.

Each file is given a name that includes the date, time, platform, and a brief descrip-
tion of the contents.

When archiving, the personal data of the targeted individuals and third parties is 
minimized, and access to the folder is restricted.

3. Activate procedures on the platforms - reporting, complaints and 
restoring access
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Moderation follows one rule: evidence first, intervention later. Once evidence is preserved, 
the editorial team can take limited measures to mitigate the damage, assessing whether the 
measure will exacerbate the attack.

The communications officer ensures that the editorial team speaks with one voice, with min-
imal risk of further inciting the attack. In the first 24 hours, the public message is brief and 
focused on the facts, not on arguing with the attackers.

When there are threats or doxxing, public communication is cautious and does not reveal 
personal details, locations, schedules, or internal protection measures. In such cases, com-
munication with institutions and support networks takes priority.

When an attack is coordinated and causes significant damage, the editorial team can con-
tact AJM with a brief summary, incident log, and key evidence. This allows for more effective 
coordination and guidance on next steps.

If there are threats, doxxing, compromising of profiles or misuse of personal data, the edito-
rial team can move on with proceedings before competent institutions, with a clear eviden-
tiary package and minimization of unnecessary personal data.
 

4. Manage moderation and comments without evidence loss

Comments and messages are moderated according to a clear logic that distinguish-
es criticism from harassment and threats.

Any element containing a threat or personal data is documented and treated with a 
higher priority.

Mass deletion is avoided when it destroys the evidence trail and makes action diffi-
cult.

5. Controlled communication

6. Support from AJM and action before institutions when there are 
grounds
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Phase 2 - 48 - 72 hours

In the next phase, i.e. hours 48-72, the priority is to consolidate evidence, monitor responses 
from platforms, reduce exposure, and stabilize the work of the editorial team.

The platform administrator keeps a list of all reports and complaints, with date, status, and 
next steps. If the platform responds with automatic sanctions against the account or con-
tent, the editorial staff files a complaint with clear arguments and an organized evidence 
package.

The evidence officer prepares a consolidated package that contains a timeline, key evidence, 
a brief explanation of the damage, and clear requirements. The package is made readable 
and usable without additional interpretations.

The editorial team assesses the exposure of individuals, especially journalists who are di-
rectly targeted. If there are risks, measures such as limiting public visibility of personal pro-
files, enhanced privacy, and additional support for psychological and physical safety are 
considered.

The incident coordinator, together with the editorial team, makes a decision on whether the 
editorial team will continue publishing the story that caused the attack and how it will do so 
without unnecessarily increasing the risk. The decision is based on a risk assessment and 
the support that the editorial team actually has.

After the strongest wave subsides, the editorial team conducts a brief internal analysis with 
three questions: what worked, what didn’t work, and what changes are necessary in terms 
of roles, tools, and procedures. This analysis is brief, but it leads to concrete improvements.

1. Monitor responses from platforms and keep track of status by 
subject

2. Consolidate an “evidence package” for institutions and partners

3. Reduce exposure and protect the team

4. Decide on whether to continue publishing/posting and on an editorial line

5. Prepare a brief “lessons learned” analysis and update the measures
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“Signal - Response - Next Steps” Matrix

This matrix serves as a practical guide at a glance and can be adapted to a specific case and 
platform (for example Meta - Instagram/Facebook/Threads, X, YouTube, TikTok).

Signal Response (immediate) Next steps (if it continues/if it is 
serious)

Mass false reporting + 
reach drop/limit

Preserve evidence (screen-
shots/video) + file a report/
complaint on the platform

Contact AJM if the profile is 
seriously compromised or has 
recurring sanctions.

Impersonation (fake pro-
file "as a media outlet/
journalist")

Document the fake profile 
+ establish/announce what 
the official channel is

Application for impersonation on 
the platform + AJM if there are 
multiple profiles / broader target-
ing

Compromised profile 
(suspicious announce-
ments/changes)

Restore access + change 
passwords + 2FA + log out 
unknown sessions

Procedure for restoring access to 
the platform + institutions if there 
is abuse/threats

Doxxing or threats
Urgent safety assessment + 
preserve evidence + reduce 
exposure

Urgent action before institutions 
+ contact AJM for coordination

Coordinated harass-
ment (insults/organized 
attack)

Preserve evidence + careful 
moderation

Reporting violations on the plat-
form + AJM if there is significant 
damage / multiple platforms

Manipulated "evidence" / 
cropped quotes

Archive source + prepare 
factual correction

Report if there is impersonation/
abuse of privacy + inform part-
ners as needed
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RECORD KEEPING AND PRESERVATION OF 
EVIDENCE

Evidence is crucial for two purposes: to obtain a timely response from platforms and to 
provide a basis for action before competent institutions when there are threats, doxxing, 
compromised access or misuse of personal data. In a coordinated attack, evidence often 
disappears quickly - content is deleted, profiles are deactivated, and context is lost. There-
fore, collection and preservation begin immediately and are done systematically. In some 
cases, such attacks are connected to broader manipulative campaigns in the information 
environment (including FIMI3 ), making disciplined evidence collection and treatment essen-
tial for identifying the overall pattern.

The minimum evidence package is a set that the editorial team provides in the first hours, 
regardless of the type of attack. This package is usually sufficient for initial reports to plat-
forms and for a quick risk assessment.

3	  Foreign Information Manipulation and Interference

Basic principles

Evidence is collected before interventions such as deletion, blocking, or changing 
settings, except when there is an immediate security threat.

Evidence preserves context, because an isolated screenshot without surrounding 
elements is often not enough.

Evidence is kept with limited access and with minimal processing of personal data, 
in accordance with the “do no harm” principle.

Evidence is linked to the “incident log” to ensure a clear timeline and verifiability of 
activities.

Minimum evidence package

Each piece of evidence contains a date and time stamp and is associated with a 
specific link or profile.

Each screenshot shows the entire screen with visible usernames, context, and at 
least some of the navigation.

Each video screen recording shows how to open the link and how to access the con-
tent in question, to preserve context.
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Each threat is documented with full text and surrounding context, including a note 
on whether the threat is repeated or escalated.

Every notification or email from the platform is saved in its original form, with sub-
ject, date, and content.

Expanded evidence package for platforms and institutions

When the attack is coordinated, the minimum package is expanded into an “evidence pack-
age” that can be delivered as a whole. This package should be readable and allow for quick 
action, without the need for additional explanations. 

The evidence package includes:

Systematic organization reduces the risk of losing materials and allows for faster delivery 
and use of evidence. One agreed format is sufficient, if applied consistently.

A brief summary of the incident with a description of the type of attack, duration, 
and damage.

A timeline with the most important events, linked to the “incident log”.

A table of key links, profiles, and posts, with a short note indicating or confirming 
each element.

Selected supporting evidence, organized by type of attack, such as mass false re-
porting, impersonation, compromised profile, doxxing, or threats.

Clearly stated requests, for example restoring a profile, removing content, sanction-
ing a fake profile, or taking immediate action on threats.

A contact point in the editorial office, with an official contact and a person in charge 
of monitoring the case.

Naming/labelling, organizing and access control

The main folder has the date and short name of the incident.

Subfolders are organized by platform and attack type to avoid mixing materials.

Each file contains a date, time, platform, and a short description, so it can be found 
quickly and without searching by content.

Access to evidence is limited to individuals who have a role in the incident, and shar-
ing is recorded in the “incident log”.
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Evidence is kept with at least one backup copy, in a secure location that is also ac-
cessible to the incident coordinator.

Minimization of personal data

Coordinated attacks often involve personal data and content that can further expose the tar-
geted person. The editorial team is careful to preserve evidence while not causing additional 
damage.

Even in a practical context, basic discipline of integrity and confidentiality reduces the possi-
bility of disputing authenticity.

If evidence is shared outside the immediate incident team, two versions are pre-
pared - “internal” and “for sharing” - with unnecessary personal data removed.

If obfuscation or redaction is done, an original version with limited access is also 
kept, so as not to lose evidentiary value.

If the evidence contains an address, phone number, or sensitive data, it is not for-
warded to wider groups or published, even when it is part of the attack.

If the evidence involves minors or family information, it is treated as high-risk and is 
only shared when necessary for the proceedings.

Integrity of evidence and confidentiality

Each piece of evidence is preserved as close to its “original state” as possible, with-
out any editing that alters the content.

Each piece of evidence has a note about who obtained it, when and how, and this is 
also recorded in the “incident log”.

Each sharing of an evidence package is recorded, with the recipient and purpose of 
the sharing specified.
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DOXXING AND THREATS PROTOCOL4

Doxxing and threats are treated as high-risk situations because they can quickly escalate 
from online harassment to a real safety risk. In these cases, the priority is to protect the 
targeted individuals and their loved ones, followed by protecting profiles, content, and repu-
tation.

This protocol is activated when there is at least one of the following elements: publicly re-
leased personal information, threat of physical violence, targeting of home/family, call for a 
“visit”, stalking, or repeated and escalating threats..4 

The first step is a quick assessment of whether there is an immediate threat. If the threat 
is concrete, imminent, or contains information that suggests the attacker knows the ad-
dress/route/schedule, it is treated as a security emergency. 

The goal in the first hour is to reduce the visibility of sensitive data and prevent further 
damage.

4	 Council of Europe, “Improvement of national legislation on doxing and source protection”, 02.07.2024, 
Platform to promote the protection of journalism and safety of journalists, https://www.coe.int/en/web/free-
dom-expression/-/improvement-of-national-legislation-on-doxing-and-source-protection

The first 15 minutes - stabilization and safety

The targeted person is notified directly and discreetly, without sharing the threat in 
wide groups.

A brief “security status” is agreed upon - whether the person is at home, on the road, 
alone or with others, and whether they feel they are being followed.

It is helpful for the person not to move alone and, when possible, to change the 
route, place or time of movement to reduce predictability.

A contact person from the editorial office is appointed who remains available for 
coordination until the situation calms down.

Evidence collection begins, but without forwarding personal data to individuals not 
involved in the incident.

The first 60 minutes – limit exposure

https://www.coe.int/en/web/freedom-expression/-/improvement-of-national-legislation-on-doxing-and-source-protection
https://www.coe.int/en/web/freedom-expression/-/improvement-of-national-legislation-on-doxing-and-source-protection
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A threat is considered more serious when it is concrete, repetitive, contains personal details, 
calls for immediate action, or comes from multiple profiles in coordination. In such cases, 
there is a basis to request immediate institutional protection and to conduct a procedure 
with a full evidentiary package.

In the case of threats and doxxing, the evidence should show exactly what was said or post-
ed, who posted it, where and when, and whether there was an escalation in intensity.

Check whether personal data appears in multiple places and platforms, and then 
create a list of links and screenshots with context.

Report content containing personal data and/or threats through platform privacy 
and harassment mechanisms, clearly stating that the content contains personal 
data and poses a risk.

Public information on the profiles of the targeted person and the editorial team is 
reviewed, and unnecessary details are removed or limited.

Close contacts are only notified to an extent that increases safety, not to an extent 
that creates panic or prompts additional data sharing.

When is the threat considered serious

If there is immediate danger, the competent emergency services are contacted.

If there is a threat, doxxing, or stalking, a report is made to the competent institu-
tions with a clear timeline and evidentiary material.

If necessary, additional physical protection measures are considered, such as a 
companion, a temporary change in routine, or a temporary avoidance of public ap-
pearances.

Evidence of doxxing and threats - what is most important to capture

Each piece of evidence displays full context, including username, date/time, and link.

Notifications or messages indicating that the content was visible or shared are also 
saved.

Repetitions and variations of the threat are preserved, because amplification is an 
important indicator.

It is noted whether the threat is related to a specific post, investigation, or topic, to 
understand the motive and the pathway of dissemination.
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COORDINATION AND ACTION

Contact AJM when there are grounds

In cases of doxxing and threats, contacting AJM can help provide guidance, coordination, 
and public support when it is safe and beneficial. When reporting, a brief summary, links to 
key evidence, and an assessment of whether there is an immediate risk are sufficient.

When a report is filed, institutions benefit from a clear structure. It is usually sufficient to 
submit:

Public communication in such situations requires extra caution. Sometimes silence and lim-
ited communication yield better results than a public debate.

Proceedings before competent institutions

A brief description of the event and why it is considered a threat or doxxing.

A timeline of key events, linked to the “incident log”.

Selected evidence showing the threat or disclosed personal information.

Information on whether there is repetition, coordination, or sharing on multiple plat-
forms.

Contact point for further communication and submission of additional evidence.

Communication in the context of doxxing and threats

A public message, if sent out, remains brief and factual and does not repeat person-
al information or details of the threat.

Screenshots containing addresses, phone numbers, or other sensitive data are not 
published, even when the goal is to “show what’s going on.”

No next steps are announced that would help attackers adapt, such as reporting 
details, security measures, or internal organization.
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What to avoid in such situations

Certain reactions seem “logical” under stress, but they often worsen the condition or in-
crease exposure.

Do not engage in direct discussions with profiles that make threats or publish per-
sonal information.

Do not encourage the public to “find” the attacker, as this may cause additional 
abuse and legal risks.

Do not share evidence with broad groups, especially when it contains sensitive per-
sonal data.
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WAYS TO FILE A REPORT, COMPLAINT AND 
TO REGAIN ACCESS TO PLATFORMS

Platforms often respond first through automated systems. Therefore, the outcome depends 
on whether the report is filed under the correct category, whether there is enough context, 
and whether the evidence is clear. In coordinated attacks (including cases that carry ele-
ments of FIMI - synchronized targeting and imposition of false narratives), discipline in facts 
and evidence is especially important.

This section provides practical pathways for reporting, filing complaints and regaining ac-
cess. Links are provided in the footnotes, in order to keep the text readable and usable under 
pressure.

General rules for reporting and complaints

Evidence is always preserved first, and then intervention is done by reporting, delet-
ing, or blocking.

The report is submitted under the most appropriate category, as the wrong category 
often results in an automatic rejection.

One report is more effective when it is complete and consistent, than multiple re-
ports with insufficient context.

Each submission is recorded in an “incident log”, with date, time, link, and status.

Reports do not repeat unnecessary personal information, especially in the case of 
doxxing and threats, but instead use a description and attached evidence.

Checklist - the minimum that the report should contain

The report begins with a clear sentence that names the violation and exactly what 
action is requested.

The report contains a direct link to the content/profile and at least one other exam-
ple that shows the context.

The report provides a brief timeline: when it started, whether it is ongoing, and 
whether there has been an escalation in scope/intensity.

The report states why the attack is considered coordinated (repeated profiles, syn-
chronization, mass reporting, cross-platform activity).

The report ends with a specific request: removal of content, sanctioning of a fake 
profile, restoration of access, or immediate action in response to a threat.
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Meta - Instagram, Facebook and Threads

When there is a suspicion that a profile is being targeted through mass false reports, it is 
practical to react in two ways: to preserve the notifications/sanctions and to file an appeal 
through the available mechanisms for “review” or “appeal”. If a restriction, removal or sus-
pension occurs, it is useful to preserve the entire notification from the platform and attach 
it to the evidence package. This type of case often requires persistence and consistency in 
appeals.

When there is a profile posing as a journalist or media outlet, the quickest way is to report 
impersonation and submit a link to the official profile being impersonated.

When personal data is published, the privacy and harassment categories are used, with a 
clear statement that it is a misuse of personal information. The text of the report itself avoids 
repeating addresses, telephone numbers, and other sensitive details. Instead, screenshots 
and links are attached.

When an account is compromised or you suspect unauthorized access, it is most important 
to follow official recovery paths and avoid “advice” from unverified profiles offering “help.” 
In such cases, it is useful to start from a device that has previously been used to log in, as 
platforms often use this as a signal of trust.

1. Mass reporting and reach limitation

2. Impersonation

3. Doxxing and privacy

4. Compromised profile and regaining access

Instagram/Threads - impersonation report (form): 
https://help.instagram.com/contact/636276399721841.

Instagram - instructions for reporting impersonation: https://help.instagram.
com/370054663112398.

Instagram/Threads - reporting a privacy violation: 
https://help.instagram.com/contact/512241091300432.

Official links - Meta

https://help.instagram.com/contact/636276399721841
https://help.instagram.com/370054663112398
https://help.instagram.com/370054663112398
https://help.instagram.com/contact/512241091300432
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Instagram - reporting harassment/bullying: 
https://help.instagram.com/547601325292351.

Meta Account Recovery Hub (Facebook/Instagram/Threads): 
https://www.meta.com/account-recovery-support/.

Instagram - „hacked account“ support: https://www.instagram.com/hacked/.

Facebook - „hacked account“ tool: https://www.facebook.com/hacked.

1. Harassment and abuse

X

Reporting on X is most often done via the “Report” option directly from a post or profile, by 
selecting a category and providing additional context.

The social platform “X” has a separate policy for private information and reporting abuse. In 
the case of doxxing, it is useful for the report to be clear, with a link to the post and a brief 
explanation of why the posted information is private and how it is being used for abuse.

For a compromised profile, X offers a form to restore access. If the profile is “locked” or “lim-
ited”, it is practical to follow the steps for verification and restoration of functions.

2. Private information and doxxing

3. Compromised profile

Official links - X

Reporting abuse: 
https://help.x.com/en/safety-and-security/report-abusive-behavior.

Personal information policy: 
https://help.x.com/en/rules-and-policies/personal-information.

Hacked or compromised form: 
https://help.x.com/en/forms/account-access/regain-access/hacked-or-compromised.

https://help.instagram.com/547601325292351
https://www.meta.com/account-recovery-support/
https://www.instagram.com/hacked/
https://www.facebook.com/hacked
https://help.x.com/en/safety-and-security/report-abusive-behavior
https://help.x.com/en/rules-and-policies/personal-information
https://help.x.com/en/forms/account-access/regain-access/hacked-or-compromised
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YouTube

YouTube explicitly treats threats and doxxing as prohibited conduct under its harassment 
and cyberbullying policies. When reporting, it is helpful to include a specific link, a timestamp 
on the video, and a brief explanation of how the content targets a person or media outlet.

TikTok has a centralized “Report a problem” menu and specific steps for reporting a profile, 
content, or abuse. In coordinated attacks, it is helpful to collect several examples and report 
them with a clear indication of repetition and coordination. If an account is compromised, 
TikTok provides basic steps to restore security.

Official links - YouTube

Harassment and cyberbullying policy: https://support.google.com/youtube/an-
swer/2802268.

TikTok

Official links - TikTok

„Report a problem“: 
https://support.tiktok.com/en/safety-hc/report-a-problem.

How to report a user: 
https://support.tiktok.com/en/safety-hc/report-a-problem/report-a-user.

If the account has been hacked: 
https://support.tiktok.com/en/log-in-troubleshoot/log-in/my-account-has-been-hacked.

https://support.google.com/youtube/answer/2802268
https://support.google.com/youtube/answer/2802268
https://support.tiktok.com/en/safety-hc/report-a-problem
https://support.tiktok.com/en/safety-hc/report-a-problem/report-a-user
https://support.tiktok.com/en/log-in-troubleshoot/log-in/my-account-has-been-hacked
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When reports don’t yield results

Check whether the application category is correct and whether there is sufficient 
context.

An appeal or second report is filed only when there are new facts or additional evi-
dence.

The evidence package is consolidated into one readable whole, instead of sending 
fragments.

Contacting AJM is considered when there is high risk, recurring sanctions, or signifi-
cant damage to operations.

Sometimes platforms don’t respond quickly, or decisions are inconsistent. In such cas-
es, it’s helpful for the editorial team to quickly “refresh” the approach: 

When an attack is coordinated, most of the time is spent on “assembling the story” from 
multiple messages and files. That’s why it’s useful to have a standard “quick package” that 
is sent as a single message, with a clear structure and a few key pieces of evidence. Docu-
menting and logging (date, link, what happened) is important because content and profiles 
often disappear or change.

Contact AJM when there is a clear need for coordination and faster support, for example:

Quick reporting and support request package

When to contact the AJM, and when to contact institutions directly

A profile/page has been restricted, taken down or is at real risk of suspension due to 
mass false reports

impersonation of a journalist/media outlet (especially if it involves collecting person-
al data or spreading harmful disinformation)

compromised access or serious takeover attempts (including repeated phishing 
towards the team)

publicly posted personal information for the purpose of harassment, doxxing, or 
threats of violence

significant operational damage (disruption of publication, loss of access to audi-
ence, serious blow to trust)
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a personal safety risk

published personal data or doxxing, especially address/phone/family details

threats of violence or calls for “visitation” / stalking

unauthorized access to profiles and indications of misuse of personal data

organized coordination that creates measurable damage

Subject/title: Coordinated attack - [media outlet/journalist] - [platform] - [date]

Short summary (4 - 6 sentences): what is happening, what points to coordination, 
status (is it ongoing)

Timeline: start + key moments + current status

Attack type: mass false reporting / impersonation / access takeover / doxxing / 
threats / other

Who is targeted: at the role level (journalist, editor, page admin), without unneces-
sary personal details

What steps were taken: the most important steps (report, complaint/appeal, 
changed passwords, 2FA, restricted access)

What are you asking for: guidance, coordination, legal support, public reaction, con-
tact with institutions (only what is really needed)

Evidence: 3 - 5 key links + attachment/folder with “mini package”

What is the “fast package” - 8 elements you send in one mes-
sage

“Mini package” of evidence - enough to get started

Institutional action is considered when there is:

A practical rule: one complete package is better than multiple “I’ll send more later on” mes-
sages.

Several screenshots with context (full screen, username, visible link/title, part of the 
environment)

A short video screen recording when the context is critical (how to open the link and 
where to view the content in question)

The most important notifications/emails from the platform (restriction, warning, 
suspension)

Short table of links (3 - 10 rows) with a “what does this prove” column

If there are threatening emails - save them in their original form (do not “forward” them as 
the only evidence unnecessarily), so that technical data/context is not lost.
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TEMPLATES

Template 1 - Quick message to AJM

Subject: Coordinated attack - [media outlet/journalist] - [platform] - [DD.MM.YYYY]

Summary (4 - 6 sentences):

Describe what is happening:

How is coordination evident:

Status: (in progress / has settled down / resurfacing)

Main risk: (loss of profile / security / other)

Attack Type: [select] 
Target: [role - no personal data] 
What steps have been taken: [3 - 6 short points] 
What we are asking from AJM: [1 - 2 sentences]

Key links (3 - 5):

[link] - what does it show?

[link] - what does it show?

[link] - what does it show?

Attachment/folder: [restricted access link or “mini package” attachment] 
Contact: [name, position, work phone, work email] 
Backup contact: [name + contact]

Template 2 - “Incident Log” (minimal)

This is an internal record that creates a timeline and saves you from “where was that 
link?” (It is recommended that it be a table that is updated.)

Incident Name: [short] 
Date: [DD.MM.YYYY] 
Incident Coordinator: [name and role] 
Status: [ongoing / stabilized / closed]
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Time Platform Link/location What hap-
pened?

What did we 
do? Proof

[HH:MM] [IG/FB/X…] [link] [1 sen-
tence] [1 sentence]

[file 
name/
link]

Template 3 - Table of evidence (index)

Tag Date/time Platform Link What does it 
show? Why is it important?

D1
[DD.
MM.YYYY 
HH:MM]

[ ] [ ] [ ] [threat/doxxing/imperson-
ation/access hijacking…]

Template 4 - Mini format for reporting to institutions (if ap-
plicable)

Subject: Notification/report of [threats / doxxing / unauthorized access / organized 
harassment] - [DD.MM.YYYY]

1.	 Short description: (5 - 8 sentences: what, when, where, who is targeted - at the 
role level)

2.	 Why is it a risk: (1 - 2 sentences: security / privacy / access / harm)
3.	 Key evidence: (D1, D2, D3 + one sentence for each, to briefly describe them)
4.	 Damage so far: (specifically: restricted profile, personal data published, threats, 

lost access)
5.	 Request for action: (what do you expect: admission, referral, urgent action, pro-

tection of personal data)
6.	 Contact and confidentiality: (contact point + sentence that the evidence con-

tains sensitive data and is for official use)

Practical rules for privacy when sharing

Do not repeat addresses/phone numbers in the text - refer to the evidence where 
they appear.

If you are sending to multiple recipients - send a “sharing” version (with unnecessary 
personal information removed), and keep the original with limited access.

Do not send evidence to large groups/chats if it contains personal information.
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CASE STUDY - “SLOBODEN PECAT”

This case shows how a coordinated attack can start as “unusual comments” and then shift 
to other forms that are harder to control, such as mass likes and follows, with consequences 
to regular operations and the visibility of content.

The official Instagram accounts of “Sloboden Pecat” are @slobodenpecat and @sloboden-
pecat.vesti. The accounts have been maintained continuously for about eight years, with 
organic growth and without the use of paid promotions for followers or reach. 

The incident took place between 06.11.2025 and 10.11.2025 on Instagram. The attack be-
gan with mass identical comments, and then shifted to mass likes and follow requests from 
suspicious profiles. The main consequences were disruption of the work of the newsroom 
and a drastic drop in reach, with suspicion of algorithmic limitation of visibility.

On 06.11.2025, a first wave was observed - a large number of identical comments with the 
word “like” submitted in the same minute, from profiles with no prior interaction with the 
media outlet and with characteristics typical of falsely generated or bot profiles. The same 
phenomenon happened again in a short period of time, under subsequent posts.

During that same day, a second wave took place - massive comments with politically charged 
content and repetitive formulations, in which “Sloboden Pecat” was accused of censorship 
and deletion of comments, with narratives related to international conflicts. The comments 
came from profiles with no history of interaction with the outlet, which further pointed to 
coordination.

After activating the platform’s security features and commenting restrictions, the mass com-
ments decreased, but the attack was redirected. On 09.11.2025, a sharp spike in likes from 
the same type of suspicious profiles was observed on a post with high reach. Since there is 
no practical mechanism for selectively “cleaning” mass likes, the profile was made private 
in order to protect the continuity of work and the organically built audience. On 10.11.2025, 
more than 999 follow requests were registered, most of which were from obviously fake 
generated profiles, which required manual cleaning. 

Context

Brief overview of the incident

How did the attack unfold?
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The case is an example of how evidence should reflect the timeline and show the “evolution” 
of the attack.

Evidence trail and indicators

Links to posts where the first signals occur, along with screenshots showing context 
and repeatability.

Visualizations and comparisons of statistics (“views over time”) that indicate a 
sharp deviation in reach after the attack, as a basis for suspicion of algorithmic 
throttling.

A screen recording showing the atypical dynamics of likes and follows.

Platform notifications, when available, as additional proof of status and measures.

Practical lessons that can be applied

1 The attack rarely stays in one form, so limiting comments can shift the attack to 
likes, follows, or other platform mechanisms.

2 Manual “cleaning” quickly consumes the newsroom’s capacity, so it is useful to acti-
vate an incident mode with roles and a timeline early on.

3 Commenting and moderation restrictions are effective when combined with system-
atic evidence collection and consistent reporting to platforms.

4
Temporary lockdown (“privating”) can be a tactical measure when an attack creates 
a massive technical overload, but such a measure is more effective if it is foreseen 
in advance as an option in the response plan.

5 The evidence package is stronger when it shows the phases of the attack and the 
actual damage, not just individual screenshots without context.

6
Early coordination with the AJM and recording the case with competent institutions 
creates a basis for further support and a better institutional response in future cas-
es.
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NEWSROOM READINESS CHECKLIST

A. Roles and 
coordination

	 Assign an incident manager and 2 backups (minimum: decisions, profile 
management, evidence collection).

	 Agree on one internal channel for quick coordination and a rule: deci-
sions go through the manager.

	 Prepare a list of key contacts (internal, IT/admin, legal support, AJM).

B. Account 
Access and 
Security

	 Enable 2FA (two-factor authentication) for key accounts and work 
emails; keep backup codes safe and with limited access.

	 Regularly review administrator roles and remove “forgotten” accesses.
	 Use strong and unique passwords (password manager, where possible).
	 Avoid logging into official profiles from public networks and unsecured 

devices, especially during periods of risk.

C. Early detec-
tion and mod-
eration

	 Agree on who monitors notifications from platforms and who responds 
to alerts about suspicious activity/restrictions.

	 Be alert to “red flags”: sudden spikes in comments/follows, synchro-
nized phrases, repetitive profiles, transferring the attack to other plat-
forms.

	 Have short moderation rules (what gets deleted immediately, what gets 
documented and reported, what gets left as legitimate criticism).

	 Do not mass delete without first securing evidence (screenshots, links, 
timeline).

D. Psycholog-
ical and team 
support

	 Introduce a brief “check-in” with the targeted person within the first 24 – 
48 hours.

	 Consider temporarily reassigning tasks if the pressure is intense or 
there are threats/doxxing.

	 When available, encourage professional support (especially for recur-
rent attacks).

E. Drills and 
updates

	 Run a short simulation for 30 – 45 minutes (mass sign-up or imperson-
ation) 1 – 2 times a year.

	 After each incident, write down the “lessons learned” and update your 
contacts, accesses, and templates.
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KEY SOURCES
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Meta. „Making it Easier to Access Account Support on Facebook and Instagram“. Meta, 
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ing-it-easier-to-access-account-support-on-facebook-and-instagram/

Meta. „Account Recovery Hub - Facebook, Instagram, Threads“. Meta, undated. Accessed on 
20.01.2026. https://www.meta.com/account-recovery-support/

Meta. „Inauthentic Behavior (Community Standards)“. Meta Transparency Center, undated. 
Accessed on 20.1.2026. https://transparency.meta.com/policies/community-stand-
ards/inauthentic-behavior/

Instagram. „Hacked Instagram Account“. Instagram Help Center, undated. Accessed on 
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X. „X’s Private Information Policy and Doxxing“. X Help Center, undated. Accessed on 
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been-hacked
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https://transparency.meta.com/policies/community-standards/inauthentic-behavior/ 
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https://help.x.com/en/rules-and-policies/personal-information
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https://support.tiktok.com/en/log-in-troubleshoot/log-in/my-account-has-been-hacked 
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Practical resources for digital security and incident response

Access Now. „Digital Security Helpline“. Access Now, undated. Accessed on 20.1.2026. 
https://www.accessnow.org/help/
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